What Is Bitcoin®

How Value Can Be Sent through the Internet
without a Third Party
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Cryptography

* Cryptographic Hash Function
* Public Key Encryption

* Digital Signatures




Cryptographic Hash
Function

“One way function”

Easy
—
Hash

15f79dea89fc770c8fdcO0baddceebfaa
cal3b8e4a78e2840d565a459d49b5e46f

Message

Data Hard
——

(6 73
S h a 2 5 6 ( I\/l e S S a g e D at a ) — 15f79dea89fc770c8fdcO0baddc6ebfaaca3b8ed4a78e284d565a459d49b5e46f



Cryptographic Hash
Function
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 Message authentication
e Password verification

* Unique identifier



Symmetric Cryptography
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Asymmetric Keys
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Public Key Encryption
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Pblky Pblky Pblky Pblky
\\ // ver
Prlvate
N/ key

/\ Sign

12



Why the Internet?



Why the Internet?

T




Why the Internet?




Why the Internet?

Nuclear attack resistant



P2P Networks

Download
.................... Get Information Bittorrent
iTunes Napster

Centralized Distributed Decentralized
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P2P Networks
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Intemet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
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Transactions
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Transactions
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Transactions
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Transactions

Transaction 2
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Transaction 3
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Byzantine Generals Problem

Distributed coordination problem

“‘Don't attack”
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Byzantine Generals Problem

Distributed coordination problem
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BlOCKS
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Blockchain

Previous Block |ID = hash(previous block)
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Consensus

Block Block
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Block Hash < Target

Block Hash = hash(previous hash + nonce + transactions)

Trial and Error
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Consensus

The tastest growing chain wins
Eventual consistency
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Decentralized Network of
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Mining Reward
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Mining Reward
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Mining Reward
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Bitcoin 1s 3 Things

1. Protocol

2. Decentralized P2P Network (of miners and nodes)

3. Unit of Value (1 Satoshi = 10-8 BTC)
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What Do You Get?

e Global

e Jrustless

 Open source MOr‘]ey

e Virtually instantaneous

 Cheap
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e Global

e Jrustless

What Do You Get?

* Open source
e Virtually instantaneous
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Bitcoin Script

Programming language defining how outputs can be spent
Multi-signature escrow

Payment channels

Trusts

Two-man rule security

Corporate approval process / Internal politics

Title transfer

Proot of Existence
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What Doesn'’t Solve Byzantine
GGenerals Problem?

e Venmo

e Credit cards
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Public Key Encryption
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Digital Signatures
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Multi-signature Script

Script = 2 pbk1 pbk?2 pbk3 3 CHECKMULTISIGVERIFY
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